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CYBER SECURITY AWARENESS 
IN THE MARITIME INDUSTRY

A joint production by DNV GL and GARD
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Safety in shipping today heavily depends on cyber systems
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Cyber risks are present and migrating to the OT world
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Cyber in the news
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Incident trends and regulation development 
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Reported incidents around the world is increasing 
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DNV GL and Gard and cyber security

8



DNV GL ©

It is not only about software and technology
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▪ Training and awareness

▪ Professional skills 

and qualifications

▪ Written procedures

▪ Authorizations

▪ Physical security

▪ Management systems

▪ Governance frameworks

▪ Policies and procedures

▪ Vendor/Third party contract follow up

▪ Audit regimes

▪ System design, design review

▪ Software configurations

▪ Inspection/verification

▪ Testing

– Functional testing

– Vulnerability scanning

– Penetration test

PEOPLE

PROCESS

TECHNOLOGY

The three pillars of cyber 

security implementations
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Attackers come in many guises …

Why? Motivation
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Nation states
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Unintentional
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Some common threat scenarios for ship and crew
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Unintentional ("working 
accident", not following 
procedures)

Bad intentions, 
planned

Social engineering/phishing

Removable media/external hardware

Mixing isolated and open networks 

Tampering with ECDIS, navigation systems

Ransomware (malware)

Denial of Service (DoS/DDoS)

Data filtration/data theft
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Threat scenario
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One of the most 
common forms of 
cyber crime is social 
engineering

This is the art of manipulating 
people by using methods like 
urgency, fear and curiosity 

Reveals confidential 
information that can be used to 
gain unauthorized access to 
personal or company systems

#1

SOCIAL ENGINEERING/PHISHING
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Threat scenario

External hard drives such as USB sticks, camera memory cards and 
smart phones: perfect storage tools for anyone to spread their 
malware and virus making it possible to physically cross network 
barriers that are otherwise protected by network firewalls.

REMOVABLE MEDIA/EXTERNAL HARDWARE

#2
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Threat scenario

Connecting a personal 
wireless router or PC to the 
isolated network reserved for 
operational equipment is a 
major security risk.

Hackers can invade your 
systems by exploiting an 
open wireless network, or 
one with low level 
security.

They can literally sit outside 
your ship’s physical location 
and access critical onboard 
systems through wireless 
networks.

MIXING ISOLATED AND OPEN NETWORKS

#3
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Unauthorized access and 
manipulation of 
operational systems can 
create dangerous 
situations

The navigation system can also be 
manipulated by electronic GPS spoofing 
devices sending incorrect GPS signals, 
telling you that you are in a different 
position than what is actually the case

This type of attack 
does not require 
access to the vessel’s 
network or internal 
systems

Threat scenario

TAMPERING WITH NAVIGATION SYSTEM

#4
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Ransomware encrypts files on 
a computer and demands 
that you pay to unlock your 
files

Once the malicious software has infected one computer, 
be it a personal or company computers it may spread to 
others connected to the same network, quickly making it 
impossible to perform common tasks

Threat scenario

RANSOMWARE

#5
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Threat scenario

A distributed denial of 
service (DDoS) attack is 
when an attacker, attempts 
to make it impossible for a 
service to be delivered 

DoS/DDoS attacks work by 
drowning a system with data 
requests

The result is unavailable 
internet bandwidth, and CPU 
and RAM capacity becomes 
overwhelmed/unavailable

DENIAL OF SERVICE (DoS/DDoS)

#6



DNV GL ©18

Threat scenario

When an individual’s or 
company’s data is copied, 
transferred, or retrieved 
from a computer or server 
without authorization

Attack mimics normal data 
traffic and can be very 
difficult to detect

Data theft is achieved by 
hackers when systems rely 
on vendor-set, common, or 
easy-to-crack passwords

DATA THEFT

#7
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Best practices how to avoid cyber mishaps 
onboard your ship/in your company
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1. Think before you click! 

2. Research the facts behind e-mails and their attachments!

3. Make sure external drives and USBs are clean!

4. Be aware when third parties enter your systems or data!

5. Protect your passwords!

6. Never connect personal items to the ship critical systems. 

7. Never use external wi-fi for company emails or downloads unless protected 

by VPN!

8. Learn how to install and use two step authentication. 

9. Learn how backup and restore is done onboard your ship.

10.Always report errors and mistakes.

11.Educate yourself on cyber risks and how it affects your ship, your 

colleagues and you personally!
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Cyber Security in a nutshell – a continuous approach!

30

Assets Protective measuresThreats

Detection, testing, 

monitoring, review
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How to 
protect?

People, Processes and

Technology

What to 
protect?

Ship, platform, organisation, 

people

What to 
protect 

against?
Terrorists, cyber crime, …

Vulnerability and 

Risk assessment
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We support business-critical activities across industries, 

including maritime, oil and gas, energy and healthcare

Industry software 

solutions

Data management and 

analytics

Consulting and 

advisory services

Industry data platform Cyber security

DNV GL for managing risk, improving safety and performance 
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DNV GL CyberSecurity services

RISK ASSESSMENT

- System analysis and document review

- Inspection, interviews, workshops

- Self assessment

CYBERSECURITY TESTING

- Onboard audit

- Vulnerability analysis and Penetration testing

- Network health testing

- Type approval (TA): Applies to any component

connected to a network

- Class notation

- GDPR, other standards/requirements

CYBERSECURITY TRAINING

- Cybersecurity training and awareness

- Workshops and e-learning

- Phishing campaigns

CYBERSECURITY COMPLIANCE 
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Gard Loss prevention awareness
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• The easiest and most common 
way for cyber criminals to strike, 
is through negligent or poorly 
trained individuals

• Common perception among crew, 
doubting the importance of cyber 
security

• Cyber risk is related to operational 
procedures and crew training, 
not just the IT hardware and OT 
systems



DNV GL ©

Gard Loss prevention products
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Experience transfer and knowledge sharing based on real cases

Case studies for 

DISCUSSION
Alerts and posters for 

AWARENESS
Circulars, Insights, videos for 

LEARNING
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www.dnvgl.com

The trademarks DNV GL®, DNV®, the Horizon Graphic and Det Norske Veritas®

are the properties of companies in the Det Norske Veritas group. All rights reserved.
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Legal notice: This presentation has been made in collaboration with Gard. The presentation is not meant to constitute an 
operational tool. It is intended purely as awareness material and guidance to be used at user’s own risk, and no warranties or 
representations are given nor are any duty of care or responsibility accepted by Gard or DNV-GL for any consequences whatsoever 
resulting directly or indirectly from compliance with or reliance on any guidance or advice contained in the presentation even if 
caused by a failure to exercise reasonable care on the part of any of the aforementioned parties


